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~ HUONG DAN NHAN BIET
CAC HANH VI LUA PAO TRUC TUYEN

1. Céc moi de doa trén khong gian mang:

1.1. Lira ddo tai chinh: thuong bit dau bang maot tin nhian hodc thu dién tir (email) tir mot
ngudi la co hinh thie nhu duoc gui truc tiép t6i nguoi nhan dé dua ra dé xuét thyc hién
theo yéu cau tir ngudi guri, tir d6 nguoi nhan s& nhan duoc mot khoan tién 1on nhung thuc té
thi nguoi nhan s& khong thé nhan duoc hodc bi mat tién/ tai san néu lam theo yéu cau.

1.2. Trom danh tinh: 13 hanh vi ctia c4 nhan, t6 chac thu thap cac thong tin c nhan cua khach
hang dé kiém céc loi ich tai chinh, chii yéu 1a 1y trom thong tin thé tin dung dé tao ra mot
mon no 16n cho khach hang hoic lay trom thong tin tai khoan dang nhap Internet Banking
va st dung tién trong tai khoan cia khach hang dé giao dich.

1.3. Phan mém doc hai (Virus & Worms, Trojans, Phishing, Pharming, Rootkit, Hacking,
trinh theo déi ban phim Keylogger,...): cac loai phan mém nay duoc thiét ké dé gay hai
may tinh hoac thiét bi di dong. Phan mém doc hai c6 thé iy cap thong tin nhay cam tir cac
thiét bi, lam cham hoat dong cua thiét bi hay tham chi giri email gia mao tir tai khoan email
ctia khach hang ma khach hang khong biét.

2. Nhan dién nhom lira dao trén khong gian mang
2.1. Gia mao thwong hi¢u
- Gia mao thuong hiéu cua céac to chirc (Ngan hang, co quan Nha nudc, cong ty tai chinh,
chtng khoan...) dé goi dién hoic gui tin nhan lra dao cho nan nhén.
- Gia mao cac website/ trang nhat ky c4 nhan (blog) chinh thong (giao dién, dia chi tén
mién/ duong dan,...) tao uy tin lira nan nhan, thu thap thong tin c4 nhan cia nguoi dan.

2.2. Chiém doat tai khoan

- Chiém quyén sir dung céac tai khoan mang xa hoi (Zalo, Facebook, Tiktok...) dé tién
hanh gui tin nhin lira ¢ao cho ban bé nguoi than nham chiém quyén tai khoan, 13y cap
thong tin, chiém doat tai san, boi nho danh du, tong tién...

- Céac ung dung, quang cao tin dung den xuat hién trén cac website, giri tran lan qua cac
kénh thu dién tir rac, tin nhan SMS, mang xa hoi Facebook, Telegram, Zalo,... Nan nhan
s& bién thanh nhitng con no trong khi chinh nan nhan ciing khong biét.

2.3. Céc hinh thirc két hop
- Sir dung sb dién thoai (trong nudc, nude ngoai, dau s6 la...) gia danh co quan chiic

ning, Céng an, nha mang vién thong... dé tién hanh goi dién thoai cho nan nhan
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thong bao vi pham phap luat va yéu cau chuyén khoan.

- Sirdung so dién thoai dau so la goi dién cho nan nhan, khi bit may nan nhan s& bi trir
tién trong tai khoan ma khong hé hay biét.

- Giia mao trang thwong mai dién tir 1on tai Viét Nam, nudce ngoai dé hra nan nhan 1am
cong tac vién. Bé dan du nan nhén, d6i twong xau thuc hién chay quang cdo lira dao trén
cac trang mang x4 hoi hay gui tin nhan quang cao rac (spam) qua SMS.

- Lan truyén tin gia danh vao tam ly hiéu ky, sy thwong nguoi va 10ng tin. Dé thu hut
lugt ngudi xem, lugt thich cac ndi dung dugc dua 1én mang xa héi va sau do 1a lura gat
chiém doat tai san qua hinh théc tir thién, kéu goi dong gop lira dao,...

- Lira dao chiém doat tai san qua quang ba ban hang truc tuyén trén cac trang mang xa
hoi (ban hang gia, chat luong kém, vé may bay gia, khuyén mai gia, hang 40 hoic rao
ban gia mao khong ton tai san pham).

- Gia mao trang ca nhan, tai khoan nguoi dung trén trang mang xa hdi Facebook,
Telegram, Zalo,... dé tao uy tin va lira nan nhan sir dung dich vu hodc dau tu. Chang han
nhu lira chiém doat tai san bang cach cho truc trén cac trang ngudi ham mo (Fanpage)
c6 tich xanh, Fanpage cta ngudi noi tiéng trén mang xa hoi dé nhan riéng v6i nan nhan
dong gid 1a nhan vién, trg 1y.

- By tinh, loi dung tinh cam 10ng tin va su thuong hai dé lira dao qua cac trang mang
xa hoi Facebook, Zalo, Tinder, Telegram,...

- Lira ddo cai cim mi doc thong qua dudng dan doc hai, phan mém doc hai (tién ich mo
rong cho trinh duyét, phan mém bé khoéa - crack). Di twong tao nhiing cong cy, dudng
dan, phan mém doc hai dé chiém doat tai san, thong tin tai khoan mang xa hoi, tai khoan
ngan hang thong qua tiép can nan nhan tir chay quang cio c6 gan dudng dan truy cap
doc hai, phat tan ma doc, phan mém doc hai qua trang mang xa hoi, cac cong cu tim
kiém trén mang Internet (Google Search), cac cira hang wng dung CH Play, App Store
va email.

- Théng bdo tring thwéng, qua ting, khuyén mai dé lra nan nhan nham danh cip
thong tin tai khoan va tai san thong qua cac website gia mao.

- Thii doan ning c¢Ap 1én sim 4G hay 5G dé hra liy sé dién thoai cua nan nhan nham
chiém doat thong tin tai khoan va tai san.

- Gia mao email ciia ngin hang, vi dién tir, t6 chirc uy tin dé uy hiép, de doa lira tién
Nan nhan.

- Léap san dau tu tién a0 (crypto), dau tu da cép, dau tu nhi phan, dau tu Forex,...nham

lra dao chiém doat tai san.
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- Mao danh can bd ngin hang, Cong an, tda an, thué va cic nganh thiét yéu khac

(can bd nganh dién, nudc, vién thong, gido duc, y té....) truy cap website gia mao, cai

dat cac trng dung gia mao co quan Nha nudc, cac td chtec, trong d6 c6 chira cac ma doc

nham theo d&i, danh cip thong tin giao dich, trom tién trong tai khoan ngan hang.

3. Mot s6 hanh vi lira dao

3.1. Lira khach hang thyc hién chuyén tién

- Céc dbi tuong lira dao s& mao danh co quan chirc ning/ co quan Nha nude lién hé qua

dién thoai hodc mang xa hoi, dan du khach hang thuc hién chuyén tién dén tai khoan ma

cac doi tuong nay cung cap bang cach:

Mao danh can bd co quan Nha nudc nhu diéu tra vién, can bo toa 4n, can bd
thué,... dé thong bao khach hang dang bi diéu tra hoic c6 lién quan dén mot vu
an hinh su dic biét nghiém trong do d6 can phai kiém tra s tién trong tai
khoan cua khach hang.

Mao danh nhan vién ctia cdc nha cung cap dich vu dién, nudc, vién thong, buu
dién... dé thong bao khach hang dang no cudc sb tién 16n va yéu cau phai
thanh toan ngay hoic thay ddi, nang cip dich vu dang sir dung.

Mao danh ngudi than hodc ngudi quen dé lién lac véi khach hang thong qua
mang x3 hoi hoic goi dién thoai dé vay muon hoac chuyén tién mua hang, cap
chu...

Mao danh co quan, nhan vién chuyén phat thong bao khach hang ¢ buu kién
dang bi tam gitr va phai dong cac khoan phi dé nhan vé.

Mao danh nhén vién cta cac to chirc thong bao khach hang tring thuong tir
chuong trinh quay s6 ngau nhién... va yéu cau khach hang chuyén tién dé lam

I¢ phi nhan thudng.

- Piém chung cua hinh thirc nay 13 cac ddi twong s& nhan manh khach hang khong ¢

nhiéu thoi gian, tir d6 gay tam 1y phai thuc hién ngay ma khach hang khong kip kiém tra

lai. Céc tai khoan duogc chi dinh chuyén khoan vao ciing 1a tai khoan c4 nhan hoic sé

dién thoai khong thudc bat ky t6 chuc, doanh nghiép nao.

3.2. Lira khach hang cung cip théng tin ding nhip, mi xac thwe OTP qua hinh thitc cho

vay online

- Céc dbi twong hra dao sé tiép can voi khach hang théng qua nhitng phuong thirc nhu:

Giri tin nhén rac chta noi dung quang céo cho vay tién dén sé dién thoai cua
khach hang.
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e Lira dao bang nhitng loi moi cho vay qua mang xa hoi.

e Lira dao théng qua nhitng website/ tng dung duoc quang cao cho vay tién.

- Pénh vao tam 1y vay tién online nhanh chong ma khong can gidy to ca nhan, khong can
gap mat truc tiép, cac d6i tuong lira dao s& huéng dan khach hang truy cap website hoic
tai tng dung dé thuc hién khai bao va sao ké tai khoan ngan hang trude khi dugc duyét
vay.

3.3. Lira qua hinh thitc tin nhin thwong hi¢u (SMS Brandname)

- Céc d6i tuong lira dao dung tha thuat dé mao danh tin nhan thwong hiéu DongA Bank,
gui céac thong diép sau:

e Yéu ciu xac minh tai khoan, nhan tién trang thudng. ..

e Thong bao tai khoan bi khoa do nghi ngo thuc hién giao dich tir nude ngoai,
dang nhap trén thiét bi la hodc cac giao dich vi pham phép luat nhu lira dao,
danh bac...

e Loi moi chao vay tién tir ngan hang. ..

e Thong bao mat ma hét han, thong tin c4 nhan bi thay doi hoic ding ky dich vu
bat ky nhung khach hang khong phai 1a ngudi thyc hién.

- Piém chung cua cac tin nhin nay déu dinh kém duong dan truy cap gan giéng hoaic
khong trung khép vai dia chi cia DongA Bank (dia chi chinh xac cia DongA Bank:

www.dongabank.com.vn hoac https://ebanking.dongabank.com.vn).

3.4. Lira qua hinh thirc email gia mao
Tuong tu nhu tha thuat gia mao SMS Brandname, cac d6i tuong hra dao s& gia mao cac email
duogc gui tir DongA Bank cung cac ndi dung nhu:

- Canh bao khach hang rang tai khoan cua ho can duoc cap nhat hodc co hoat dong bt
thuong va yéu cau cung cap thong tin ca nhan nhu mot cach dé xac nhan danh tinh va
khoi phuc tai khoan.

- Chua nhitng ndi dung nhu quang cdo lién quan dén tai chinh ngén hang hoic noi dung
canh bao gay hoang mang cho nguoi doc.

- Piém chung cua cac email nay déu chira ndi dung yéu cau truy cap duong dan, tai tép
dinh kém hodc diéu hudng dén mot website khac co giao dién twong ty véi DongA
Bank dé khach hang cung cép cic thong tin ¢4 nhan, s6 tai khoan thé ngan hang, ma xéac
thuc OTP... nhim thuc hién c4c hanh vi theo muc dich tn cong.

3.5. Lira qua hinh thirc nhan tién tir quoc té

- Céc hanh vi ma d6i tuong lira dao thuong ap dung 1a:
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Gia mao nguoi than, ban bé & nudc ngoai mudn gui tién vé Viét Nam thong
qua tai khoan cua khach hang.

e  Gia vo mua hang hoa tai cac noi ban hang truc tuyén (shop online) giao & Viét
Nam va thanh toan trudc bang hinh thirc chuyén khoan.

- Diém chung 14 sau khi trao d6i véi ddi tuong lira dao, khach hang s& nhan duoc tin nhan
qua mang x3 hoi hoic tin nhin SMS (twong tw nhu yéu ciu xac minh tai lira dao qua
hinh thtc tin nhan thuong hiéu SMS Brandname) riang c6 mot khoan tién dang cho bao
¢6 va yéu cau khach hang xéac thuc tai khoan theo dudng dan website c6 giao dién gia
mao cac website dich vu chuyén tién qudc té nhu Western Union, Money Gram.. .

3.6. Cai dit img dung cé chira ma ddc trén thiét bi di dong

- Hién nay xuat hién rat nhiéu ung dung chira ma doc hoic cac ung dung gia mao dung dé
theo ddi dién thoai khach hang nham danh cip thong tin ca nhan, thong tin tai khoan
ngan hang, thong tin dang nhap Internet Banking cua ho.

- Khach hang can tinh tao kiém tra trudc khi cai dat va cap quyén truy cap cho bat ky mot
g dung nao trén cac cira hang. Vi du: viéc tng dung chinh anh yéu cau cip quyén truy
cap danh ba hoic tin nhin 1a khong can thiét, rt c6 kha ning cao tng dung nay s& danh
cap thong tin ciia khach hang.

- Pbi tugng lira dao sir dung cach thirc mao danh nhan vién co quan, t6 chirc co uy tin dé
thuc hién muc tiéu lira nan nhan cai dat ung dung c6 chira ma doc trén thiét bi di dong;
mao danh can b, cong vién chirc Nha nudc yéu cdu nguoi dan cai dit cac tng dung gia
mao dich vu céng nhu chinh phi, VNelD, bao hiém, thué; ddi twong lira dao tiép can
nan nhan qua cac phuong tién dién tir (goi dién thoai, lién hé qua tai khoan mang xa hoi,
giri email) dé dé truc lgi ca nhan, lira ddo ngudi nop thué:

e Chung str dung cong nghé cao, an danh dudi s6 dién thoai gidng hét s6 dién
thoai cong khai ctia co quan Cong an, Vién Kiém sat dé goi dién thoai, nhin
tin, két ban Zalo, cung cip duong dan trén mang Internet va hudng din nguoi
nop thué quyét toan thué, hudng dan cai dat cac phan mém gia mao ng dung
ctia co quan thué, bao hiém xa hoi, ...

e Gia mao co quan chirc nang dé goi dién ham doa, st dung chiéu tro lira dao
nham chiém doat tai san ciia nguoi nop thué.

e Gia mao website co giao dién gan gidng website ciia co quan, doanh nghiép tir
hinh anh dén noi dung dé nguoi ding nhim tudng 1a website ctia don vi cung
cap, tir d6 nhdp cac thong tin can bao mat nhu théng tin ca nhén, tai khoan

ngan hang,...
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Gia mao co quan chirc ning hd tro dich vy cong va yéu cau cung cép thong tin,
guri hinh anh can cude cong dan, sau d6 ddi twong giri cac duong dan truy cap
website/ tng dung gia mao va hudng dan gia mao dé chiém quyén diéu khién
dién thoai va thuc hién hanh vi léy hét tién trong tai khodn ngan hang.

- Pic diém chung 1a cac dbi twong hra dao loi dung ngudi dan chwa nim bit day du cac
thong tin lién quan dén viéc cai dat cac tng dung dich vu céng nhu thué, bao hiém xa
hoi, VNelD, quy trinh kich hoat tai khoan dinh danh dién tor cia mot bo phan nguoi
dan; tam 1y mudn nhanh chong thyuc hién, khong mudn dén cac try s& cong quyén phién
phtrc nén di lam theo chi dan cua cac déi twong lira dao gia danh can bo.

3.7. Mao danh nhan vién ngan hang

- Céc d6i tuong lira déo lién hé khach hang qua dién thoai ty xung 13 nhan vién ngin
hang hoic to chirc tin dung dé:

e Thong bao tai khoan ngan hang/ thong tin dang nhap dich vu Ngéan hang trén
Internet bi 19 thong tin hoac can xac nhan thong tin tai khoan ngan hang, thong
bao trung thuong,...

e Thong bao hd trg khach hang vay von hoic chuyén doi han muc thé tin dung
sang tién mat véi phi ré hoac mién phi....

- Diém chung cia hinh thirc ndy 13 yéu cau khach hang cung cap thong tin ding nhap,
mat ma ngan hang dién tir va ca ma xac thuc OTP (néu c6), hodc ddi v4i nguoi dung the
tin dung, d6i twong s& yéu cau cung cap toan bo thong tin co trén thé (gom sé the, ho

tén, ngay hét han va ma s xac thuc & mat sau thé (CVV)).
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