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1. CACH THIET LAP MAT MA VA BAO QUAN THONG TIN
1.1 Thiét 1ap mat ma an toan
- Mat ma bt budc c6 do dai toi thiéu 8 ky tu s6 va tdi da 16 ky tu sb.

- Tranh dat mat ma 12 sé dién thoai, ngay sinh nhat, ban s6 xe, cac day sé lién tuc nhu
123456 ... va céc thong tin khc cia cd nhén, ciing nhu cac thong tin ciia nguoi than dung
lam mat ma hozc nhitng sb, cum s6 ¢é trong tir dién.

- Thay d6i mat ma cua tai khoan truy cap dinh ky 90 ngay/lan hoac khi bi 16, nghi bi
16 hodc sau khi truy cap su dung Internet Banking tai may tinh cong cong.

1.2 B4o quan thong tin dang nhap

- Quy khéch ty bao quan théng tin ma sé khach hang, mat ma ciaa minh khong nén dé
16 hodc chia sé thong tin cho ngudi Khac.

- Khong viét mat ma ra giy.
- Tranh dung mat ma giéng nhau cho cac dich vu khac nhau.

- Thay d6i mat ma truy cap DongA eBanking ngay khi phét hién ra Quy khach vira
click vao duong link nghi ngd gia mao hozc vo tinh tra 1oi hodc cung cap thong tin ding
nhap cho nguoi la.

- Khong sir dung cac chuong trinh hru ma s khach hang va mat ma hoic céc thong
tin dang nhap khéac trén may tinh/ smartphone/ tablet.

- Bao V¢, gilr bi mat mat ma, thé xac thuc, ma xac thuc qua dién thoai (OTP SMS)...
va khdng chia sé cac thiét bi Iuu trit céc thong tin nay.

2. PANG NHAP, SU DUNG VA THOAT AN TOAN
2.1 Pang nhip an toan

- (Pé xuat) Ludn luon nhap dia chi website https://ebanking.dongabank.com.vn
cua DongA Bank vao thanh dia chi cua trinh duyét web dé thuc hién giao dich.

- Ngoai ra, Quy khéach ciing c6 thé dang nhap DongA eBanking thong qua cac cac dia
chi sau dé dam bao an toan.

www.dongabank.com.vn
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https://ebanking.dongabank.com.vn/khcn danh cho Khach hang c& nhéan.

https://ebanking.dongabank.com.vn/khdn danh cho Khach hang doanh nghiép.

- B6i vai Quy khéch st dung dién thoai théng minh, khi
nhap duong link https://ebanking.dongabank.com.vn thi
trinh duyét cua thiét bi s& chu dong tra vé giao dién danh
riéng cho dang thiét bi nay (bén canh Ia hinh anh minh hoa
bang Internet Explore trén Windows Phone 8.1).
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- Khong ding nhap thong tin tai khoan cua minh tir mot lién két va tir day s& két ndi
dén ngan hang.

- Kiém tra biéu tuong 6 khoa va chizng nhan caa website (xem chi tiét Muc 5.1).
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- Han ché duing may tinh cong cong, mang khong day cong cong dé truy cap vao hé
thdng Internet Banking (Café Wifi, trung tAm mua sam, siéu thi, nha sach, ...) vi méi truong
nay la khdng an toan va Quy khéch c6 thé bi danh cap cac thong tin nhay cam cia minh nhu
méa PIN, mé s khach hang, mat ma...

- Chi duing may tinh céng cong dé truy cap, thuc hién giao dich Internet Banking trong
truong hop thét sw can thiét va sau d6 phai st dung phuong tién an toan dé thay dbi ngay
mat mé& dang nhap.

2.2 Str dung an toan

- Poc k§y cac chinh sach cua don vi chap nhan thanh toan trudc khi dong y thanh toén.

- Kiém tra day dua chinh xac céc thdng tin giao dich truéc khi nhap md OTP (ma xac
thuc) dé xac nhan giao dich.

- Chi sir dung thong tin thé dé thanh toén tai cac website uy tin, khéng nén sir dung
may tinh cong cong thuc hién céac giao dich thanh toan online.

- Khi nhan dugc tin nhin OTP tir DongA Bank, can kiém tra ky noi dung tin nhan,
bao gom: loai giao dich, kénh giao dich... Néu ngi dung tin nhan khong khép véi giao dich
dang thyuc hién, Quy khach tuyét déi khong nhap ma OTP vao bat ky trang web hoac tiét 16
cho bét ky ai.

- Khi hé théng dang xtr ly giao dich: Quy khach can cho cho dén khi c6 thong béo két
qua giao dich tir hé thong, khdng thoat khoi man hinh dang giao dich dé thuc hién giao dich
khéc hoic thoét khoi hé thong.

2.3 Thoat an toan

- “Thoat” khoi hé thong DongA Internet Banking khi khong sir dung hozc khi roi

khoi may tinh. Quy khach thoat khoi trang giao dich ma minh dang thyc hién bang cach

click chugt vao muc “Thoat” trén man hinh (nhu hinh dudai).

5o DOAN MINH AN

Luén luén dang xuét khi

1 khéng con st dung hodc  JpongA
DONGA Bank roi khoi méy cua ban eRanking

Men hzng trong toi ban

GICY THIEU KHACH HANG CA NHAN

- Viéc tét (d6ng) tab dang ma Internet Banking cua trinh duyét khong ddng nghia véi
viéc thoat khoi Internet Banking.

- Tat hoan toan trinh duyét dé két thuc hoan toan cac phién giao dich trén Internet
Banking.
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- T4t hoan toan trinh duyét hozc vao lai dia chi https://ebanking.dongabank.com.vn/
dé thoat dang nhap sau khi thuc hién giao dich thanh toén truc tuyén trugc khi roi khoi may
tinh.

3. HUONG DAN SU DUNG WEBSITE AN TOAN

- Han ché truy cap céc website la dé tranh cac méi nguy c6 thé gap phai khi s dung
internet dé thuc hién giao dich truc tuyén:

+ Lira dao tai chinh: Thuong bat dau bang mét tin nhan hodc email tir mot ngudi la
¢6 hinh thire nhu duoc giri truc tiép toi ngudi nhan dé dua ra dé xuét thuc hién theo yéu cau
tir nguoi gui, tir d6 nguoi nhan s& nhan dugc mot khoan tién 16n nhung thyc té thi nguoi
nhan s& khong thé nhan duoc hoic bi mat tién/tai san néu lam theo yéu cau.

+ Trom danh tinh: La hanh vi caa c& nhan, t6 chirc thu thap céc thdng tin ca nhan
caa khach hang dé kiém céc loi ich tai chinh, chi yéu 1a 1y trom thdng tin thé tin dung, tai
khoan dang nhdp ebanking dé tao ra mot mon no I6n cho khach hang hoic su dung tién
trong tai khoan cua khach hang dé giao dich.

+ Phan mém doc hai (Virus & Worms, Trojans, Phishing, Pharming, Rootkit,
Hacking, Keylogger, ...): La bat ky loai phin mém nao duoc thiét ké dé gay hai may tinh
hozc thiét bi di dong. Phan mém doc hai c6 thé lay cap théng tin nhay cam tir cac thiét bi,
lam cham hoat dong cua thiét bi hay tham chi giri email gia mao tir tai khoan email caa ban
ma ban khong biét.

- Bam bao rang may tinh hozc thiét bi di dong ciia Quy khach c6 cac chuong trinh va
16i va duoc cap nhat ban mai nhat tir nha cung cap.

- Bao vé may tinh hoac thiét bi di dong khong bi nhiém virus bang céch sir dung cac
phan mém diét virus uy tin va dugc cap nhat lién tuc tir nha cung cap.

- Bat hoac str dung tuong Ira ca nhan (Personal Firewall) lam vach ngan bao vé gira
may tinh hoc thiét bi di dong véi hé théng Internet.

- Phai than trong, khdng mo cac email hoac cac file dinh kém dugc gui tu nhitng
nguon la (khdng rd ngudi giri 1a ai) hoac kiém chimg lai v6i nguoi giri dé chic rang ngudi
d6 khong bi gia mao. Nén sir dung chuong trinh quét virus dé quét cac tap tin trudc khi mo
chung.

- Khong tra loi cac email c6 tinh chat truy van théng tin ca nhan.
- Khong cai dat ché d6 tra 1oi email ty dong.

- Khéng chuyén tiép (forward) nhitng email c6 dang “Hay giri email nay dén toan bo
ban bé cua chlng ta”...

- Str dung ché do duyét web an danh (Private browsing, Lgconito mode, ...).
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- Thudng xuyén xéa lich sir, cookie, cache sau khi giao dich tryc tuyén.

- Khéng nén st dung cac pham mém crack, keygen, ...

- Khdng tai nhirng chuong trinh trén internet tr nhitng website khdng hop phép hoac
khong xac dinh dwoc ngudn gdc va cai dat vao may tinh ca nhan hozc thiét bi di dong.
4. SU DUNG SMARTPHONE AN TOAN

- Chi tai pham mém tir cac kho lwu trit chinh thdng cua céc hé diéu hanh Android
(Play Store), iOS (Apple Store), Windows Phone/ Windows Mobile (Microsoft Store).

- Pit mat khau du manh cho thiét bi di dong, dé mé khda st dung ung dung duoc cai
trén thiét bi.

- Canh giac/ khong tra 1oi nhitng cau hoi yéu cau théng tin ca nhan hoac thdng tin truy
cap dich vy, mat khiu dang nhap, thong tin tai khoan, thé tin dung tir cac ngudn khdng
chinh théng.

- B4o vé Smartphone cua Quy khach khéng bi nhiém virus bang cach sir dung phan
mém diét virus uy tin va duoc cap nhat lién tyuc tir nha cung cap.

- Tét tinh ning cho phép cai dat cac tng dung khdéng rd ngudn gbc "Unknown
sources".

- Khong sir dung thiét bi di dong d4 bi bé khda Jailbreak (i0S) hoic Root (Android),
dic biét khong sir dung cac thiét bi dé cai dat, dang nhap s dung tng dung DongA Internet
Banking/ Mobile Banking.

- Cap nhat ban v méi nhat cho hé diéu hanh caa dién thoai.

5. GIOI THIEU CAC GIAI PHAP AN TOAN DONGA BANK PANG CUNG CAP
POI VOI DICH VU DONGA EBANKING
5.1 Cong nghé ma hoa SSL (Secure Sockets Layer)

- Quy khach dang thuc hién mot phién giao dich an toan néu dia chi URL bét dau voi
https:// hodc c6 biéu twong 6 khod xuét hién tai cira s trinh duyét caa Quy khach. Bén dudi
la trang web that cua Ngéan hang.

o Dbi véi may tinh: Khi Quy khach click chudt vao dong chir mau xanh trén trinh
duyét thi mot cira s6 hién thi théng tin xuat hién nhu hinh bén dudi.

o DI véi thiét bi di dong la Smartphone/ Tablet: Chi ¢6 thiét bi chay hé diéu
hanh iOS s& c6 dong chit mau xanh trén trinh duyét. Cac dong thiét bi chay hé
diéu hanh Android va Window Phone chi xuét hién 6 khoa nhu hinh bén dudi.
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- Dong chitr mau xanh trén trinh duyét xuat hién cé nghia la website ¢4 dugc ma hoa
bang giao thirc SSL, céc két ndi t6i trang web nay da duoc ma héa dé tranh bi nghe trom
thdng tin va website nay thudc quyén kiém soat cia Ngin hang TMCP Déng A.

- V& c6ng nghé ma hoa SSL duoc st dung tai trang web cia Ngan hang dé mé hoé cac
thdng tin ca nhan caa Quy khach khi thuc hién két ndi dén Ngan hang dé thyc hién giao
dich, cac thong tin duoc truyén tir thiét bi c& nhan caa Quy khach dén Ngan hang s& dugc
m4 héa nhim dam bao rang khdng mat ai khac cé thé doc dugc thong tin do.

- bay 1a chirng nhan hgp phép va st dung giao thirc m& hoa SSL tai DongA Bank.

Dwéi day 1a trang web gia mao
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- Mic du trang web ciing dugc ma héa bang giao thirc SSL nhung trén trinh duyét
khong xuét hién dong chir mau xanh va click chudt vao ciing khong hién ra bat ki mot thong
bao nao.

5.2 Ngat két noi sau mat thoi gian ngung giao dich

Truong hop Quy khach khdng thuc hién diang xuat nhu hudng dan tai Muc 2.3 sau khi

giao dich voi Ngan hang thi sau mot thoi gian nhat dinh, Ngan hang s& tu ngét viéc ding

nhap cia Quy khach dé d¢am bao an toan. Khi mudn thyc hién lai giao dich méi, Quy khach
phai thuc hién ding nhap tir dau.
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5.3 Yéu ciu ding nhap ding ma sé khach hang va mat ma

- Viéc truy cap vao DongA eBanking chi dugc thanh cdng khi Quy khach sir dung
dang Ma khach hang va Mat ma.

- Mot giao dich tai chinh chi dugc thyc hién thanh cong khi Quy khach nhap dting ma
xac thuc duoc Ngan hang cung cdp qua tin nhin dién thoai hoic Thé xéac thyc hoic hinh
thirc xac thuc khac cia DongA Bank.

5.4 Bit bugc ding ban phim ao dé nhap mat ma

Loai ban phim 4o nay gitp han ché ngudi khéc theo ddi thao tac caa Quy khéch khi
dang nhap bang ban phim vat Iy (trong truong hop may tinh cia Quy khach dang bi bi mat
theo ddi bang chuong trinh keylogger).

5.5 Ty dong thay d6i ma xac thuc

Hé thdng s& tu dong huy hiéu luc ma xéac thuc caa Quy khéach trong cac trudng hop
sau:

- Qua thoi gian nhap ma xac thuc giao dich theo quy dinh.
- Nhap sai ma xac thyuc 3 lan cho 1 lan giao dich.
6. LIEN HE VOI DONGA BANK
Quy khach can lién hé ngay dén DongA Bank khi gip cac truong hop sau:

- Thong bao va yéu cau khoa hiéu luc cua loai hinh xac thyc dang sir dung khi phét
hién bi mét dién thoai (néu sir dung loai hinh xac thuc qua SMS) hoiac méat Theé xac thuc
(néu sir dung loai hinh xé&c thuc qua ma tran) hozc hinh thirc xac thuc khac.

- Khi phét hién tai khoan c6 dau hiéu bat thuong nhu bi trir tién hay nhan duoc tin
nhan cung cdp ma xac thuc nhung ban than khdng thyc hién giao dich do.

- Lién hé va kiém chirng thong tin khi nhan dugc yéu cau cung cp thong tin ding
nhap nhu mé khach hang, mat ma, ma xac thyc tir bat ky ngudi ndo qua bét ky hinh thirc
nao.

- Thong tin lién hé:

e Trung tdm dich vy khach hang cua DongA Bank (TTDVKH): phuc vy 24/7-
Tel: 1900545464 hoac giri Email vé: 1900545464@dongabank.com.vn

e Mang lusi Chi nhanh/ Phong giao dich trén toan hé théng DongA Bank
(www.dongabank.com.vn/mang-luoi).
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