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CAM NANG GIAO DICH AN TOAN
TREN NGAN HANG PONG A PIEN TU

1. Thiét 1ap mat ma an toan va bio quan thong tin ding nhap

1.1. Thiét 1ap mat ma an toan

Pit mat ma c6 do dai theo ding quy dinh caia dich vu Ngan hang Pong A dién tir duoc
DongA Bank cong bé chinh thirc theo ting thoi ky.

Khong dit mat ma la sd dién thoai, ngay sinh nhat, bién sb xe, cac ky tu trung nhau
hoic lién tuc theo thir ty trong bang chir cai, chit 6 nhu abedef, 123456... va cac thong
tin khéac cua ca nhan, cling nhu cac thong tin cua nguoi than dung lam méat ma hoac
nhiing s, cum sb c6 trong tir dién.

Thay d6i mat ma cua tai khoan truy cap dich vu Ngan hang Pong A dién tir dinh ky
(tdi da 12 (muoi hai) thang/ 1an) hoac khi bi 19, nghi bi 19.

1.2. Bao quéan thong tin dang nhap

Tu bao quan thong tin Ma sé khach hang/ Tén dang nhap va mat ma, khong dé 1§ hoic
chia sé thong tin cho nguoi khac.

Khong ding mat mi giong nhau cho cac dich vu khac nhau.

Khong viét mat ma ra gidy.

Khong sir dung cic chwong trinh lvu Ma sé khach hang/ Tén dang nhap va mat ma
hodc cac thong tin dang nhap khéc trén thiét bi di dong/ may tinh.

Thay doi mat ma truy cap dich vu Ngan hang Pong A dién tir ngay khi phat hién hoaic
nghi ngo vira truy cip vao duong dan gia mao hodc vo tinh tra 10, cung cap thong tin
tai khoan truy cap dich vu Ngan hang Pong A dién tir cho nguoi la.

Bao v¢, gitr bi mat mat ma, thé xac thuc, ma xac thuc OTP, ... va khong chia sé cac

thiét bi luu trir cac thong tin nay.

2. Hwéng din giao dich an toan

2.1. Pang nhap an toan

Chi dung M3 s6 khach hang/ Tén ding nhdp va mat ma dé ding nhap trén website

Internet Banking chinh thirc cia DongA Bank: https://ebanking.dongabank.com.vn

(hoac truy cap tir lién két dat sin co trén website chinh thuc cua DongA Bank 1a
www.dongabank.com.vn), ing dung DongA Mobile Internet Banking dugc cai dat trén
thiét bi di dong.

Déi voi giao dich thanh toan truc tuyén: chi thuc hién mua hang tai nhimg website c6
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uy tin va moi dudng din ding nhap Internet Banking ciia DongA Bank déu phai bat dau

13 https://ebanking.dongabank.com.vn cting 6 khéa ching nhan an toan.

- DPb6i voi thiét bi di dong/ may tinh, khi truy cip website Internet Banking
https://ebanking.dongabank.com.vn thi trinh duyét cua thiét bi s& chu dong tra vé giao

dién danh riéng cho dang thiét bi nay.
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Hinh 1. Giao dién Internet Banking trén ting thiét bi

- Khong nhap thong tin truy cap truy cap dich vy Ngan hang Pong A dién tir (Ma sd
khach hang/ Tén dang nhap, mat ma, ma xac thuc OTP) tir mot duong dan lién két va tir
day s& két ndi dén Internet Banking caa DongA Bank.

- Khong ding may tinh cong cong dé truy cap, thuc hién giao dich trén kénh Ngan hang
Pong A dién tir.

- Han ché ding mang Internet khong diy (Wifi) cong cong (quan ca phé, trung tdm
mua sam, siéu thi, nha sich,...) dé truy cip vao Internet Banking, ung dung DongA
Mobile Internet Banking ctia DongA Bank, vi moi truong mang Internet nay khong an
toan va co thé danh cép cac thong tin nhu Ma sd khach hang/ Tén dang nhap, mat ma,
ma xac thuc OTP.

2.2. Thuc hién giao dich an toan

- DPoc ki cac chinh sach ciia don vi chip nhan thanh toan trudce khi dong ¥ thanh toan
truc tuyén.

- Kiém tra day du chinh xac cac thong tin giao dich truéc khi nhap ma xac thuc OTP dé
xac nhan giao dich.

- Khi nhan duoc tin nhin ma xac thuc OTP tir DongA Bank, can kiém tra ki noi dung
tin nhin, bao gom: loai giao dich, kénh giao dich,... Néu noi dung tin nhin khong khop
V6i giao dich dang thuc hién, tuyét d6i khong nhap ma xac thuc OTP vao bat ky website
nao hodc tiét 16 cho bat ky ai.

- Khi hé théng dang xir 1y giao dich, can cho cho dén khi c6 thong bao két qua giao dich
tir hé théng, khong thoat khoi man hinh dang giao dich dé thuc hién giao dich khac hoic
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thoat khoi hé théng.
2.3. Thoat an toan
- Thoat khoi hé thong Internet Banking khi khong sir dung, sau khi thanh toan truc tuyén
hoic khi roi khoi thiét bi dang truy cap Internet Banking bang cach:
e Thoit khoi trang giao dich dang thuc hién bang cach nhip vao muc “ThoAt”
trén man hinh.
e Tit trinh duyét dang truy cap Internet Banking hoic ¢ing dung DongA Mobile

Internet Banking dé két thuc hoan toan cac phién giao dich.

Quy khach DOAN MINH AN | Thay G4i mat ma | Thoat (o)

Muc “Thoat” trén giao =

QDONGA Bank dign may tinh “oonea

4 €3 Mgén hzng trong tCi ban

7% GION THIEU KHACH HANG CA NHAN b PRI TP IR Y

DONGA. eBanking @

Chuyén khoai
Ba

Muc “Thoat” trén rng dung

Nap tién dién tir Chuyén tién nhanh 247

Hinh 2. Luén thodt phién giao dich trén Internet Banking khi ngung sir dung
- Viéc tit (d6ng) the dang mo Internet Banking cua trinh duyét khéng dong nghia véi
viéc thoat khoi phién giao dich.

- Tit hoan toan trinh duyét hodc vao lai dia chi https://ebanking.dongabank.com.vn dé

thoat dang nhap sau khi thyc hién giao dich thanh toan truc tuyén trude khi roi khoi
man hinh may tinh.
2.4. Sir dung thiét bi di dong/ may tinh an toan
- Pbi voi tng dung DongA Mobile Internet Banking do DongA Bank phat hanh tai cac
ctra hang ung dung, luu y chi thuc hién cai dat cac ing dung c6 nha phat hanh la
DongA Bank hoac DongABank, moi ung dung khac c6 tén twong tu nhung khong phai
do DongA Bank phat hanh déu 1a gia mao.
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Hinh 3. DongA Mobile Internet Banking trén CH Play va App Store

- Dat mat ma/ mat khau da manh cho thiét bi di dong/ may tinh, dé mo khoa sir dung
ng dung, trinh duyét web duoc cai trén thiét bi.

- Canh giac/ khong tra |61 nhitng cau hoi yéu cau cung cap thong tin c nhan hodc thong
tin truy cap dich vu Ngan hang Pong A dién tir, mat ma dang nhap tai khoan/ dich vu
Ngan hang Pong A dién tir, thong tin cta thé tin dung tir cac nguon khong chinh thong.

- Bido vé thiét bi di dong/ may tinh khong bi nhiém virus, ma doc bang cach sir dung
phan mém diét virus uy tin va dugc cap nhat lién tyc tir nha cung cép.

- Tit tinh nang cho phép cai dit cac ung dung khong rd ngudn gdc vao thiét bi di dong.

- Chi cai dat tng dung trén cira hang ung dung CH Play (hé diéu hanh Android) va App
Store (hé diéu hanh 10S). Khong tii, cai dit cac ung dung tir nhitng website khong hop
phap hoic khong xac dinh dugc ngudn goc hoic tir cac duong dan khong rd ngudn gdc.

- Khong sir dung thiét bi di dong da bi bé khoa Jailbreak (d6i v6i hé diéu hanh iOS) hoic
Root (d6i véi hé diéu hanh Android), dic biét khong sir dung cac thiét bj nay dé cai dat
hay/ va dang nhap ¢ng dung DongA Mobile Internet Banking. Di v6i may tinh, khong
sir dung, cai dat cac pham mém bi bé khoa ban quyén s dung (phan mém bé khoa
crack, keygen,... ).

- Bat hodc sir dung twong lira ¢4 nhan (Personal Firewall) lam vach ngan bao vé gitra

thiét bi di dong/ may tinh véi hé théng Internet.
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Cép nhat phién ban méi nhét cho hé diéu hanh cua thiét bj di dong nham kip thoi khac
phuc céc 16 hong bao mat cua phién ban cii.

- Nhén biét nai dung tin nhin SMS duogc gui tir thuong hiéu DongA Bank 14 tiéng Viét
khong ddu va DongA Bank khong bao gio yéu cau cung cip Ma sb khach hang/ Tén
dang nhap, mat ma dang nhdp, ma xac thuc OTP, thong tin thé tin dung... trong bat cir

treong hop nao.

< DongABank o
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(2 ] DongA Bank tran trong gioi
thieu goi vay tieu dung voi lai
suat hap dan va nhanh chong,

9] ]
o DongA Bank tran trong thong
bao, tai khoan cua quy khach

hien tai da bi khoa. Dang nhap

de xac thuc ngay hom nay 2121

Hinh 4. Minh hoa vé tin nhdn gid mao dwec g tir Brandname DongA Bank

- Khong truy cap cac website la, nhitng chuong trinh trén Internet tir nhitng website
khong hop phap hodc khéng xac dinh dugc nguon gdc va cai dit vao may tinh c4 nhan
dé tranh cac mdi nguy c6 thé gap phai.

- Sir dung ché do duyét website an danh, thuong xuyén xoa lich sir truy cap (cookie,
cache) trén trinh duyét sau khi hoan tat giao dich truc tuyén.

- Khong mé cac email hoic cac tap tin (file) dinh kém dwgc gui tir nhitng nguon la
(khong rd ngudi gui 13 ai) hodc kiém ching lai v6i nguoi gii dé chic ring nguoi do
khong bi gia mao. St dung chwong trinh quét virus dé quét cac tap tin truéc khi mo
ching.

- Khong cai dit ché do tra 1oi email ty dong, khong chuyén tiép (forward) nhiing email
c6 dang “Hiy giri email nay dén toan bd ban bé cua ching ta”...dén email cua ngudi
khac.

- Canh giac véi viéc truy cap bat ky lién két, tap tin dinh kém trong email, tin nhin SMS
hay mang x3 hoi, vi ddy déu c6 kha ning 13 thu thuat cua tin tic nham tan coéng vao tai
khoan, nhat 1a d6i véi cac ndi dung co chira yéu cau cung cdp mat ma, thong tin thé

ngan hang, mi xac thuc OTP,... Trong bat cir truong hop nao ciing nén thyc hién thém
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mot thao tac 13 lién hé véi Tong dai DongA Bank dé dugc hd tro, xac nhan thong tin.

From: "webmaster" <mm#@dongabank.com.vn>
Sent: Thursday, May 28, 2020 3:56:08 AM
Subject: chu y khan cap

Chiing t6i hién dang nang cap cd sd dif liéu va may chi email ciia minh dé giam thu rac
va email rac, do dé chiing t6i dang xoda tat ca tai khoan khong sir dung dé tao khoang
trong cho tai khoan mdi. P& ngin chian tai khoan cua ban bi déng, ban phai nhap vao
lién két bén dudi va diang nhap dé nang cap va sao luu lién lac va email cua ban tu
dong.

@véo day dé xe@

Piéu nay la dé cai thién chat lugng dich vu ctia chiing ti. Chiing téi xin 16i vi su bat
tién nay.

Hinh 5. Vi du vé email gig mgo dwoc gii tir Brandname DongA Bank
2.5.DongA Bank chi c6 dwong din truy cap Internet Banking duy nhat la

https://ebanking.dongabank.com.vn va ciing khéng hop tic véi bt ky don vi nao hay yéu

cau dang nhap vao duong din la dé truy cap vao dich vu Ngan hang Pong A dién tir, viéc
dang nhap tai khoan Internet Banking tir bat ky website hoic ung dung nao khac, chinh 1a
viéc cung cap thong tin dich vu Ngan hang Péng A dién tir cho nguoi khic va co nguy co

Xay ra rui ro cho tai khoan.
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Hinh 6. Vi du vé dwong ddn gid mgo truy cdp dich vu Ngén hang Péong A di¢n ti
2.6. Ding ky dich vu thong bao phat sinh giao dich dé luén nhan duoc théng bao tir DongA
Bank vé nhitng bién dong sb du trong tai khoan, tir d6 kiém soat dwgc nhitng giao dich
dang ngo.
2.7. Trudng hop nghi ngd tai khoan bi 16 thong tin hoidc c6 giao dich dang ngd, ¢ thé chu dong
thuc hién cac cach sau:
- Khoa tai khoan thé (ct phap DAB KHOA [mat ma SMS Banking] gui 8149), hoac;
- Goi dién dén Tong dai 1900545464 hoic dén Chi nhanh/ Phong giao dich DongA Bank

gan nhat dé yéu cau khoa tai khoan.
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- Poi mat ma dich vu Ngan hang Pong A dién tir trén Internet Banking (muc Tién ich/
P6i mat ma) hoic SMS Banking (cu phdap DAB MM [Mat md SMS Banking cii]
[Mat ma SMS Banking méi] guri 8149).

3. Giai phap an toan ddi véi dich vu Ngan hang Pong A Pién tir
3.1. Cong nghé ma hoa SSL (Secure Sockets Layer)

- Mot phién giao dich an toan la khi dia chi website Internet Banking ciia DongA Bank tai
thanh trinh duyét bit dau véi https:// hodc co biéu twong 6 khoa xuét hién tai cira s6
trinh duy¢t.

e Doi véi may tinh: khi nhap chudt vao dong chit mau xanh trén trinh duyét thi
mot cira s6 hién thi théng tin xuét hién nhu hinh bén dudi.

e Doi voi thiét bi di dong 1a smartphone/ tablet: chi c6 thiét bi chay hé diéu
hanh iOS s& c6 dong chit mau xanh trén trinh duyét. Cac dong thiét bi chay hé
diéu hanh Android chi xuat hi¢n 6 khoa nhu hinh bén duéi.
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Hinh 7. Hinh anh 6 khéa ching nhdn an toan tai thanh dia chi

- Dong chit mau xanh trén trinh duyét xuat hién c6 nghia 13 website di duoc ma hoa bang
giao thirc SSL, cac két ndi toi website nay da dugc ma hoa dé tranh bi nghe trom thong
tin va website ndy thudc quyén kiém soat cia DongA Bank.

- V& cong nghé mi hoa SSL dugc st dung tai website cia DongA Bank dé ma hoa cac
thong tin c4 nhan khi thuc hién két ndi dé thuc hién giao dich, cac thong tin duoc truyén
tir thiét bi ca nhan d¢én DongA Bank s& dugc ma hoa nham dam bao rang khong mot ai
khac c6 thé doc duogc thong tin d6. Pay 1a chitng nhan hop phap va sir dung giao thirc
ma hoa SSL tai DongA Bank.

- Débi véi nhitng website khong an toan hoic gia mao, mic di website cling duge ma hoa

bang giao thirc SSL nhung trén trinh duyét khong xuét hién dong chir mau xanh va click
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chudt vao ciing khong hién ra bat ki mot théng bao nao. Bén dudi 1a vi du.
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Hinh 8. Vi du vé website gid@d mgo Internet Banking ciza DongA Bank
3.2. Ngit két ndi sau mot thoi gian ngung giao dich
Truong hop khong thuc hién dang xuat nhu huéng dan tai muc 2.3. Thoat an toan, sau khi
giao dich véi DongA Bank, sau mot thoi gian nhat dinh, hé thong s& ty ngat phién dang nhap dé
dam bao an toan. Khi mudn thuc hién lai giao dich méi, khach hang can thyc hién dang nhap tir
dau.
3.3. Yéu cAu ding nhap ding Mai s6 khach hang/ Tén ding nhap va mit ma

- Viéc truy cap vao Internet Banking/ tng dung DongA Mobile Internet Banking chi
dugc thanh cong khi sir dung ding M3 s6 khach hang/ Tén dang nhap va mat ma
Internet Banking.

- Mot giao dich tai chinh chi dugc thuc hién thanh cong khi nhap dung ma xac thuc OTP
dugc DongA Bank cung cap thong qua cic phuong thirc xac thuc ma khach hang da
dang ky vai DongA Bank.

3.4. Bit budc dung ban phim do dé nhap mat ma
Loai ban phim 4o nay giup han ché nguoi khac theo ddi thao tac khi ding nhap bang ban phim
vat 1y (trong truong hgp may tinh dang bi bi mét theo ddi bang chwong trinh phan mém theo ddi
thao tac ban phim/ con tro chuét - Keylogger).
3.5. Tu dong thay doi mi xac thuc OTP
Hé thdng sé tu dong hay hiéu lyc ma xac thuc OTP trong céac trudng hop sau:
- Qua thoi gian nhap ma xac thuc OTP giao dich theo quy dinh.
- Nhap sai mi xac thuc OTP 03 (ba) lan cho 01 (maét) lan giao dich.
3.6. Chong ding nhap tw dong
Trong mot s6 tinh hudng can thiét, DongA Bank s& bat ché d6 ma an toan (captcha) tai man
hinh dang nhap vao Internet Banking, khach hang can nhap Ma sb khach hang/ Tén ding nhép, mat

ma va ma an toan dé ding nhap thanh cong theo quy dinh ctia DongA Bank tai timg thoi diém.
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