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CACH KIEM TRA VA LIEN HE
KHI GAP TINH HUONG LUA PAO

1. Cach kiém tra va nhan biét thong tin lira dao
1.1. Khi nhan duoc nhitng duong dan la hoic tin nhin la tir ngan hang, c6 thé kiém tra
tinh chinh xac thong qua nhitng cach sau:
- Tra ciru website va tai khoan ngan hang c¢é an toan hodc c6 thugc danh sach
dugc béo cao 1a lira dao hay khong thong qua tinh ning Tra cu trén hé thdng

Tin nhiém mang https://tinnhiemmang.vn/ do Trung tam Giam sat an toan khong

gian mang quéc gia (National Cyber Security Center - NCSC) cung cap.
- Soan TCTM <tén mién hodc dwdong din truy cap website> giri 156 hoic tra

ctru tai https://tracuutenmien.gov.vn - Hé théng tra ciru théng tin tén mién do

Trung tim Internet Viét Nam — BO Thong tin va Truyén thong (VNNIC) cung
cap.
1.2. Kiém tra tin nhian SMS nhan dugc c6 phai cia ngan hang giri hay khong (trong 07
(bay) ngay gan nhat) truc tiép voi nha mang vién thong, bang cach:
e Budc 1: sao chép tin nhan Brandname dang nghi 1a gia mao.
e Budc 2: gui tin nhin da sao chép dén dau sb cua nha mang dé kiém tra:
9548 (mang Viettel), 9241 (mang Mobifone), 1551 (mang
Vinaphone). Sau khi gui tin, nha mang s& phan hoi cho biét tin nhan d6
c6 phai gia mao hay khong.

1.3. Truy cap https://www.dauhieuluadao.com/ do Trung tdm Giam sat an toan khong

gian mang qudc gia va Google hop tac ra mat dé niang cao nhan thic cling nhu
kiém tra vé ki niang nhan biét mot s hanh vi lira dao truc tuyén.

1.4. Mét trong nhitng thi doan méi ma cac déi twong lira dao st dung hién nay 1a loi
dung coéng nghé tri thong minh nhéan tao (Artifical Intelligence - AI) dé gia mao
giong néi va khudn mit cia ngudi than, nham tao sy tin twong véi khach hang khi
yéu cau chuyén tién. Do d6, can thém mét bude trude khi 1am theo yéu cau 1a kiém
tra lai véi ngudi thian thong qua cdc hinh thire khac dé chac chin khong roi vao
treong hop bi lira dao.

1.5. Hién nay cac hinh thuc lra ddo ngay cang tinh vi hon, ngoai nhtng néi dung ma
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DongA Bank d3 canh bao, khach hang can chii dong theo doi tin tire trén bao dai
va khi nhin duoc bt ctr thong tin ndo lién quan dén viéc cung cip thong tin ca nhan
hay tai khoan ngan hang thi luon phai kiém tra lai véi nguoi than hoic tong dai
cham séc khach hang trudce khi thuc hién.
2. Lién hé khi gip tinh hudng lira dao
Khi gap phai tinh hudng lira dao hoic tai khoan da bi mat tién khong rd nguyén nhan,
khach hang can thyuc hién:
2.1. Thong bao dén DongA Bank theo cac hinh thirc sau:
- Lién hé Tong dai DongA Bank:
e Quasb dién thoai 1900545464;
e Email: 1900545464@dongabank.com.vn;

o Website: www.dongabank.com.vn (muc Lién h¢);

- Pén tryc tiép cac Chi nhanh/ Phong giao dich DongA Bank gan nht.
2.2. Thong bao dén cac co quan chire ning dé trinh bao va hudng dan giai quyét:
- Goi dién dén duong day nong co quan Cong an (goi s6 113).
- Trinh b4o t&i co quan Cong an noi gan nhat hoic theo hudng dan tai chuyén muc
“Hudéng dan té giac toi pham” cua Cong Thong tin dién tor Bo Cong an (dia

chi https://bocongan.gov.vn hoac https://mps.gov.vn).
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